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Here we have 
a split-screen 
view on my 
computer. To 
the left, the 
Tenable 
Nessus 
Essentials 
portal is 
ready for me 
to create a 
new network 
vulnerability 
scan. On the 
right, my 
Oracle VM 
VirtualBox is 
running a 
virtualized 
Windows 10 
environment.



Here we have a 
detailed view of 
my cybersecurity 
setup. On the left 
side, I'm using 
Tenable Nessus 
Essentials to 
check for 
vulnerabilities, 
with a selection 
of scan templates 
available, 
including options 
like Basic 
Network Scan 
and Advanced 
Dynamic Scan. 
I'm about to start 
a security scan to 
check for 
vulnerabilities on 
a target VM, 
which is visible 
on the right side 
of the screen in 
the Oracle VM 
VirtualBox 
window.



Here we have the 
configuration page 
for a Basic Network 
Scan within the 
Tenable Nessus 
Essentials interface. 
I have the option to 
perform credential 
scanning, and I've 
entered the target 
IP address that I 
want to scan. With 
this setup, I'm 
preparing to 
conduct a thorough 
assessment of the 
network security for 
the specified IP.



In this image, 
the scan is 
being initiated 
to detect 
vulnerabilities 
after all the 
configuration 
and setup have 
been completed 
within the 
Tenable Nessus 
Essentials 
interface. This 
action marks the 
beginning of the 
vulnerability 
assessment 
process.



It's important to 
note that 
credential scans 
typically take 
much longer 
compared to non-
credential scans. 
The waiting 
period for the 
scan's completion 
depends on the 
details and filters 
we add towards 
the scan.



As the initial 
vulnerability 
scan concludes, 
it has 
successfully 
identified a total 
of 14 
vulnerabilities. 
To provide a 
visual overview 
of these 
findings, there's 
a pie chart on 
display. This pie 
chart effectively 
categorizes the 
vulnerabilities 
into various 
severity levels, 
including 
Critical, High, 
Medium, Low, 
and 
Informational.



•
In this particular 
slide, we have a 
clear view of our 
Windows 10 virtual 
machine (VM) 
alongside the 
previously identified 
14 vulnerabilities. 
Among these 
vulnerabilities, one 
specific issue stands 
out: a Medium-
severity 
vulnerability with a 
CVSS (Common 
Vulnerability 
Scoring System) 
score of 5.3. This 
particular 
vulnerability is 
related to SMB 
(Server Message 
Block), highlighting 
a potential security 
concern that merits 
attention and 
further assessment.



This scan highlights 
the importance of 
routine vulnerability 
assessments. It 
underscores that even 
basic vulnerabilities, 
such as those lacking 
SMB signing, can be 
exploited using tools 
like Wireshark, 
Ettercap, and 
BetterCAP for man-in-
the-middle attacks. 
The key takeaway is 
the necessity of 
regular checks to 
detect and address 
vulnerabilities before 
they become major 
security risks. In the 
ever-changing 
landscape of 
cybersecurity, our 
commitment to 
continuous learning 
and vigilance is 
crucial for staying 
resilient and 
adaptable to new 
challenges.


